
  
 

 
 
 

 
 

Digital Democracy Dialogues (3D)  
 

3D1 - Disinformation, digital technology and elections  
 

13 April 2021 | 9:30 AM EDT | 15.30 CEDT | Zoom 
 
Digital innovation has enabled new modes of political organising and human rights activism, provided a platform for 
many historically underrepresented voices, increased voter accessibility, and brought more transparency to 
democratic processes and institutions. But it has also created new possibilities for election interference, abuse and 
harassment, disinformation, and the misuse of personal data, all with potentially significant implications for 
democracy and human rights. In particular, disinformation (false information spread deliberately to mislead or 
further a certain agenda) is a growing threat to elections as domestic or foreign disinformation campaigns become 
more sophisticated and voters become increasingly dependent on social media for election-related information. 
 
Against this background, in 2021 the Universal Rights Group (URG), supported by the Norwegian Ministry of Foreign 
Affairs, will launch a new regular space for dialogue and coordination between States, technology companies and 
civil society: the ‘Digital Democracy Dialogues’ (3D). These will aim to address some of the most pressing global 
issues at the intersection of human rights, democracy and digital technology. Each year, one 3D will be organised in 
New York, and one in Geneva.  
 
The conceptual basis for the 3D meetings is provided by the 7th Glion Human Rights Dialogue (2020), and a February 
2020 roundtable organised by URG and Facebook, with senior UN ambassadors and Facebook executives. Both 
meetings revealed a clear appetite and need for regular constructive dialogue between States and digital technology 
companies. Many ambassadors present at the meeting explained that it was the first time they had had the 
opportunity to discuss important human rights concerns with representatives of the technology industry – or the 
wider private sector. Using that roundtable as a model, the 3D meetings will help establish direct lines of 
communication between States and major technology companies in order to build trust, address misinformation 
and misunderstanding, and – ultimately – identify common practical solutions to contemporary human rights 
concerns.  
 
This first 3D roundtable, co-organised with the Norwegian Ministry of Foreign Affairs and the Center for Democracy 
and Technology (CDT), and held online (out of New York) and under the Chatham House rule, will focus on digital 
technology, democracy, elections, and civil and political rights. It will be an occasion to consider the opportunities 
for, and threats to, democracy, free and fair elections and human rights in the digital age, including (in the context 
of threats) issues around malicious disinformation, micro-targeted political campaigns, foreign interference, online 
intimidation and threats, and incitement to social division, especially involving social media platforms. The second 
3D roundtable, also held online (out of Geneva) will focus on issues related to freedom of expression, hate speech 
and other forms of religious or racial intolerance.  
 
The first roundtable (like the other 3D meetings) will host approximately 25 participants – a cross-regional group of 
ambassadors (based in both Geneva and New York), tech company representatives, independent experts, and civil 
society representatives.  

 
 
 
 
 

 



 

Digital technology, democracy, elections, and civil and political rights – background 
 

Disinformation is the deliberate spread of false information in order to mislead or further a certain agenda. It can 
erode trust in the democratic process, threaten the credibility and administration of elections, suppress voter 
participation, and interfere with the public’s right to know.  
 
Over the past year, the US has witnessed the dangers of disinformation first-hand, as election-related disinformation 
was rapidly deployed on social media before and after November’s election, posing a threat to democracy and to 
individuals’ civil and political rights. A report from the Election Integrity Partnership found that while some false and 
misleading narratives emerged from individual reports and one-off incidents, many disinformation campaigns were 
led by top political figures and influential media outlets. 
 
Governments across the globe have also led coordinated disinformation campaigns. Researchers at the Oxford 
Internet Institute have monitored the rise of State-sponsored political disinformation campaigns, finding evidence 
of such activity in 81 countries across every continent in 2020, up from 28 countries in 2017. This includes Australia, 
Colombia, Germany, Nigeria and Turkey. Moreover, they found that the tactics involved in such disinformation 
campaigns have evolved significantly since 2016, when online disinformation strategies as part of political 
campaigning first grabbed international media attention (e.g., in the context of the UK’s ‘Brexit’ referendum). Bots 
are increasingly being replaced with harder-to-detect human-curated accounts, campaigns are often managed by 
public relations firms, and governments are collaborating with media influencers and civil society groups. 
 
Against this backdrop, social media platforms have introduced new measures in an attempt to curb the problem, 
including labelling and removing false or dangerous content, and disabling accounts that repeatedly spread false 
information. Platforms have increased efforts to label, slow or remove content that poses a risk to human rights, 
e.g., by spreading malicious disinformation about COVID-19 or elections. Facebook has created an Oversight Board, 
made up of human rights and legal experts, to oversee and review its content moderation decisions. For its part, 
Twitter recently started piloting ‘Birdwatch’ in the US, a community based-approach that allows users to identify 
misleading tweets and write notes providing additional context.  
 
We are also beginning, over time, to see a more robust and coherent response from States. According to the Poynter 
Institute, at least 52 States have now taken some kind of action against online misinformation and disinformation, 
including via legislation, the courts or police investigations.  
 
Civil society groups have also been working to identify and counter disinformation. As well as monitoring, detecting 
and conducting research on disinformation, some groups are working to strengthen media literacy and improve 
peoples’ ability to identify false information online, or training journalists on how to cover misinformation without 
amplifying it. The Center for Democracy and Technology has developed a course to help election officials combat 
false information. It has also published an agenda for further research into the ways that disinformation 
disproportionately affects people of colour, women, LGBTQIA+ communities, and other marginalised communities. 

 
As Kate Jones, of Oxford University and Chatham House, has advocated, ‘international human rights law, with its 
careful calibrations designed to protect individuals from abuse of power by authority, provides a normative 
framework that should underpin responses to online disinformation and distortion of political debate.’ The rights to 
freedom of thought, to freedom of expression (including the right to receive information), to privacy, to participate 
in public affairs, and to vote, should all be central. An internationally defined and agreed-upon human rights 
normative framework and established legal system would help States fight disinformation, while safeguarding 
legitimate free speech. It will be critical for social media companies and State actors to work together to develop 
effective and durable solutions, within the guardrails provided by international human rights standards; solutions 
that effectively protect democracy, the integrity of elections, and popular trust in democratic processes and 
outcomes.  
 
 
 

https://cdt.org/insights/online-voter-suppression-a-guide-for-election-officials-on-how-to-spot-counter/
https://cdt.org/insights/online-voter-suppression-a-guide-for-election-officials-on-how-to-spot-counter/
https://www.ohchr.org/Documents/Issues/Opinion/ElectionsReportDigitalAge.pdf#page=9
https://www.eipartnership.net/
https://comprop.oii.ox.ac.uk/research/posts/industrialized-disinformation/
https://comprop.oii.ox.ac.uk/research/posts/industrialized-disinformation/
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/89/2017/07/Troops-Trolls-and-Troublemakers.pdf
https://www.oversightboard.com/
https://blog.twitter.com/en_us/topics/product/2021/introducing-birdwatch-a-community-based-approach-to-misinformation.html
https://www.poynter.org/ifcn/anti-misinformation-actions/
https://www.poynter.org/ifcn/anti-misinformation-actions/
https://www.eipartnership.net/
https://www.eipartnership.net/
https://sciencemediahub.eu/2019/09/18/media-literacy-to-counteract-misinformation-and-disinformation-a-challenge-we-should-be-taking-on/
https://electionsos.com/
https://cdt.org/insights/helping-election-officials-combat-election-misinformation-a-course-developed-by-cdt-and-ctcl/
https://cdt.org/insights/facts-and-their-discontents-a-research-agenda-for-online-disinformation-race-and-gender/
https://www.chathamhouse.org/sites/default/files/2019-11-05-Online-Disinformation-Human-Rights.pdf


 

 
 

 
 

Agenda 
 
9:30 Welcome by moderator Danica Damplo, Policy Analyst and head of Universal Rights Group New  York 
Office 
 
9:32 Introductory remarks and research by Center for Democracy and Technology (CDT)  
 
9:40 Remarks by Camille Francois, Chief Innovation Officer, Graphika 
 
9:48 Remarks by Matt Masterson, Policy Fellow, Stanford Internet Observatory, and former Senior 
 Cybersecurity Advisor at the United States Department of Homeland Security  
 
9:56 Remarks by UN member State (Representative TBC) 
 
10:04 Remarks by technology company (Representative TBC) 
 
10:12 Discussion 
 

- All participants are encouraged to share experiences, good practices, new policies, and any 
other considerations. 

- To participate in the discussion, please use the ‘raised hand’ function in Zoom. 
 
10:45 Final thoughts from speakers 
 
11:00 Roundtable concludes 
 
 
 
 


